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About this manual

This manual contains information on installation and operation of the

ShutdownAgent 2012 software.

Save this Manual

This manual contains instructions and warnings that should be
followed during the installation, operation and storage of this
product. Failure to heed these instructions and warnings will void

the product warranty.
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1. Overview

The ShutdownAgent 2012 is a software that can protect the operating system
which is supplied power by an UPS during input power fail. Through a Web
Browser, you can easily obtain current UPS event, shutdown strategy and

countdown to shutdown information.

Shutdownagent Shutdownadgent

SMMP Card i
SMNMF Trap Foward Trap

256 nodes 250 noles

SMMP Card ‘I

1.1 Features

v

UPS

v

1. Support SNMPv1, v3 trap.

2. Support SNMPv1, v3 server access for monitoring ShutdownAgent status
and configure shutdown parameters.

. Provide web interface through HTTP and HTTPS.

. Provide the batch configuration to deploy settings at a finger click.

. Forward SNMP trap to extend protecting up to 255 servers.

o Ul MW

. Support up to 32 input trap sources for redundant (logical OR) and parallel
(logical AND) application.

7. Provide console configuration for basic system parameters setup.

8. Support Windows 32/64 bits setup programs.

1.2 OS Support
Windows XP-sp2, Vista, 7
Windows 2003, 2008

Windows 2008 Server Core, Hyper-V 2008 R2
Linux OpenSUSE 11.4
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Linux ubuntu 10.04
Linux Fedora 3.1.9
CentOS 5.8

VMWare ESXi 4.1, 5
Citrix XenServer 6.0.0
Linux KVM

ShutdownAgent 2012
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2. Installation/ Uninstallation

2.1 For Windows System
There are 2 of setup programs: ShutdownAgent-2012-Setup(win32).exe and
ShutdownAgent-2012-Setup(x64).exe. One is for 32 bit Windows operating

system and the other one is designed for 64 bit Windows environment.

2.1.1 Installation Process

1. Execute the ShutdownAgent-2012-Setup(xxx).exe to run the setup program.
2. The welcome page will first display, press the “Next” button to continue
the installation or press the “Cancel” to stop the installation.

SNMP Shutdown Agent 2012 - InstallShicld Wizard =5

Welcome to the InstallShield Wizard for SNMP
Shutdown Agent 2012

The InstallShield ‘Wizard will install SNMP Shutdown Agent
2012 on your computer. To continue, chick Next.

Cancel

%

3. Then continue to show the license agreement page. Press “Yes” button to

continue the installation and “No” to stop the installation.

-
SNMP Shutdown Agent 2012 - InstallShicld Wizard =
License Agreement ‘ i
Flease read the following license agreement carefully I"-'h

Presz the PAGE DOWM key to ee the rest of the agreement.

SHNMP Shutdown Agent 2012

LICENSE AGREEMENT
Delta grants the customer a license to use the software subject ta the following:

1.GRANT OF LICEMSE.

Thiz License Agreement permits you to uze one copy of the Delta software programs)
included in this package on a zingle terminal connected to & single computer or a

hetwark,

2. COPYRIGHT

The SOFT*ARE iz owned by Delta Electionics, Inc. and is protected by intemational ||

Do you accept all the terms of the preceding License Agreement? |f you | Erint
zelect No, the setup will cloze. To install SMMP Shutdown Agent 2012, you =

mst accept thiz agreement.

| < Back " Yes ][ Ha ]

4. At this stage you can change the destination location by pressing the
"Browse” button or just press the “Next” to install the software in the

default path.
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SMNIMP Shutdown Agent 2012 - InstallShisld Wizard ==

b

Choose Destination Location \ }-‘l.
Select folder where setup will install files. I

Setup will install SMMP Shutdown Agent 2012 in the following folder.

Toinstall to this folder, click Nest. Toinstall to a different folder, click Browse and select
another folder.

D estination Folder

C:h ASMMP Shutdown dgent 20012% Browse...

l <Back [f MNests J[ Cancel ]

ShutdownAgent 2012

5. Now the setup program is ready for your confirmation to start copying the

related program files. Press the “Install” button to start copying the

software to the destination location in your hard drive.

SNM P Shutdown Agent 2012 - InstallShield Wizard ﬁ

FReady to Install the Program \ }'J.
The wizard iz ready to begin inztallation. I

Click. Install to begin the installation.

If pou want to review or change any of wour installation settings, click Back. Click Cancel to exit
the wizard.

l < Back |f Inistall J[ Cancel ]

6 Now the setup program is copying the files and shows the progress.

SNM P Shutdown Agent 2012 - InstallShield Wizard ﬁ

Setup Status \ &

The InztallShield ‘Wizard iz instaling SHMP Shutdown 2gent 2012

C:A . Shitpd\htdocshenh devicehdeyfonward. azp

Cancel
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7. After complete the installation, press the “Finish” button to exit the

installation process.

-
SMMP Shutdown Agent 2012 - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield ‘Wizard has successfully installed SMP
Shutdown Agent 2012 Click. Finigh to exit the wizard,

Cancel

8. After finishing the installation, the ShutdownAgent will start the service
program automatically and add an icon to indicate its status to the desktop
tool bar. Meanwhile, a dialog box pops up to ask for launching the Agent-
Config application to do the basic configuration. If you are not operate a
Windows server core operating system then you can ignore this ask. Just
press “No” to finish the installation. Press “Yes” to launch the Agent-
Config in the shell mode. Please refer to the chapter 3 for the detail of
Agent-Cofnfig.

SNMP Shutdown Agent 2012 - InstallShisld Wizard I"_'=—‘J

Do you want to launch the Agent-Config to configure the basic parameters?

L

The ShutdownAgent software is comprised of two modules:

A Service module (Shutdown-Agent Service: Agent-Service.exe), which
runs in the background as a Service and listen for the SNMP trap from the
source IP addresses.

A Status module (Agent-Status.exe), which enables you to control and
configure the software through drop down menus and dialog boxes. It
also allows you to launch the web browser and login automatically to

monitor, configure and control the software.
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After finishing the installation, the setup program will create a SNMP
ShutdownAgent association with the following shortcuts:

Console Configure: To launch the Agent-Config.exe for you to quickly
configure the basic communication parameters.

Uninstall: To remove the SNMP ShutdownAgent 2012 from your hard disk,
the configuration data will still be kept in the installed directory.

User Manual: The user manual in pdf format.

Web Monitor: The major user interface of ShutdownAgent, used to monitor

and configure the software.

2.1.2 Uninstallation Process

1. Select the Uninstall from the SNMP ShutdownAgent program folder to
start the un-installation process. Or you can start the SNMP
ShutdownAgent uninstallation process from the Add/Remove Program of
the Control Panel.

2. Pressthe "OK" button to confirm removing all of the application from the

hard drive or “Cancel” to cancel the un-installation process.
Confirm Uninstall _i:i--‘

-

Do you want to completely remove the selected application and all of its
features?

3. Press the “Finish” button to complete the un-installation process.
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-
SNMP Shutdown Agent 2012 - InstallShield Wizard

Uninstall Complete

IngtallShield ‘Wizard has finished uninstaling SMP S hubdown
Agent 2012,

¢ Back Finish Cancel

2.2 For Linux System

2.2.1 Installation Process

1. Please login to the Linux system and change to the root account:
su root

2. Copy the sa2012-linux.tar.gz to the /tmp directory:
Cp sa2012-linux.tar.gz /tmp

3. Change your working directory to /tmp:
cd /tmp

4. uncompress the sa2012-linux.tar.gz:
gunzip sa2012-linux.tar.gz

5. extract the sa2012-linux.tar:
tar xvf sa2012-linux.tar

6. Run the install script:
./install

| SNMP ShutdownAgent 2012 ©.0.1 for Linux |
| Copyright (c) 2011 Delta Electronics, Inc. |
| All Rights Reserved.

Do you want to install the ShutdownAgent? [y|n]

7.Press 'y’ to proceed the installation process:
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| SNMP ShutdownAgent 2012 ©.0.1 for Linux |
| Copyright (c) 2011 Delta Electronics, Inc. |
| All Rights Reserved.

The destination directory is /usr/local/upsagent.

Copying files ........ccvvun.
Install service link.

shutdownagent 0:o0ff 1:off 2:0ff 3:on 4:off 5:on 6:0ff
Starting ShutdownAgent(upsagentd) ... done

Do you want to configure the ShutdownAgent right now? [y|n]

8. Now the ShutdownAgent has been installed in the following directory
/usr/local/upsagent/ and the service program starts up automatically.

!

Press 'y’ tolaunch the /usr/local/upsagent/configure program to
configure the basic networking parameters for ShutdownAgent or press

1 1

n' to finish the install process.
Please see chapter 3 for more information if you want to configure the basic

networking parameters.

2.2.2 Uninstallation Process

1. Please login to the Linux system and change to the root account:
su root

2. Change your working directory to /usr/local/upsagent:
cd /usr/local/upsagent

3. Run the uninstall script to remove ShutdownAgent:
./uninstall

1 1

4.Press 'y’ to start the uninstallation process.
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3. Console Configuration

The configuration program is design to do the basic configuration for the
ShutdownAgent in the shell mode. The software can be launched at the end of
the installation process or you can go to the installed directory to launch it
manually.

For Windows it locates in  “C:\Program Files\SNMP Shutdown Agent
2012\Agent-Config.exe”

For Linux it is installed in  “/usr/local/upsagent/configure”

o+ Console Configure

[11.5HHMP Trap Port
[2]1.5NMP Server Port:

[?]1.Manageahle: Enahle
[B]1.5ave

[?]1.8et Firewall

[al.Restart Shutdown—Agent Sewrvice
[A]1.Exit

3.1 Console Menu

No. |Function Description Default

1. |SNMP Trap Port The UDP port to listen for the SNMP trap 162

2. |SNMP Server Port  |The UDP port for replying get/set commands 161

3. |HTTP Enable or disable the HTTP protocol Enable

4. |HTTPS Enable or disable the HTTPS protocol Enable

5. |HTTP Port The TCP port for HTTP 80

6. |HTTPS Port The TCP port for HTTPS 443
Allow the management software to manage

7. |Manageable Enable
ShutdownAgent

8. |Save Save the configured parameters to agent.ini

9. |Set Firewall Insert or remove the firewall rule for the
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ShutdownAgent. This option is provided for
quickly testing the network communication. The

firewall settings may be recovered after the OS

reboots.
Restart Shutdown- .
_ Restart service program to apply the changes
Agent Service
Exit Exit the configuration program
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4. Operation in Windows

After installation, the ShutdownAgent places an icon in the desktop toolbar to

indicate the status of monitoring UPS.

Icon Description

& Normal

© Service stop
i UPS on battery mode
o UPS battery low

& UPS on bypass mode

To show the pop up menu, please move the mouse cursor over the

ShutdownAgent icon and click the mouse button to pop up the menu:

Web Monitor_..
Property...

Show Countdown
Cancel Countdown

Stop Service

4.1 Web Monitor

ShutdownAgent implemented a web engine to provide the web interface to
interact with the end customers. You can monitor and configure the software
through the web interface.

Select the Web Monitor menu item from the menu to launch the default web
browser, if your login account in the Windows system belongs to the local
Administrators group then ShutdownAgent will login to its web engine
automatically as the administrator privilege. If you connect a web browser from a
remote PC then you have to key in the account and password by yourselves.

For more detail information about the web operation, please refer to the chapter

5.

4.2 Property
Select the Property menu item will pop-up the Property dialog box which

provides another quick way to configure the basic parameters of ShutdownAgent.
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From the General page you can observe the software version number, IP

addresses and host name.

Host Information

IP Address=

Host Name=

-
Shutdown-Agent - Property | B |
Creneral |
System
Shutdown-Agent Language:
00.00.01 English v_|

| feB0::a8c0:a23a:54a2:62e5%10
[172.16.186.90

| feB0::2924:f8e2:9c5d: 78actals
|169.254.120.172

jesse-zhuo-nb1

Port= 80

Port= 443

Login Account... ‘

(@ ||

mE

Language:

Select the supported language from this option.

HTTP:

To enable/ disable the HTTP protocol, assign a different number of the Port

number to change the HTTP connection through the other network port.

The default value is 80.

If you have changed the HTTP port number from 80 then you have to key in

the connection URL as the foll

http://192.168.1.100:8001

owing:

where 192.168.1.100 is the ip address of the PC which ShutdownAgent

installed and the 8001 is the port number which you assigned.

NOTE: Please check the Windows firewall setting if the HTTP connection is

refused.

HTTPS:
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To enable/ disable support the HTTPS protocol, assign a different number
of the Port number to change the HTTPS connection through the other
network port. The default value is 443.
If you have changed the HTTPS port number from 443 then you have to key
in the connection URL as the following:
https://192.168.1.100:4430
where 192.168.1.100 is the ip address of the PC which ShutdownAgent
installed and the 4430 is the port number which you assigned.
NOTE: Please check the Windows firewall setting if the HTTPS connection is
refused.
Login Account:
The ShutdownAgent implements 3 levels of authentication for the web
login as the following:
Administrator:
Has sole right to modify the ShutdownAgent system settings.
Device Manager:
Is not permitted to change the system settings but has the ability to
configure the device settings.
Read Only User:
Can observe the connected devices only.
The following is the default account and password list, please note that they

are case-sensitive.

Account Password
Administrator admin password
Device Manager device password
Read Only User user password
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Web Login Account \E\

Administrator

Account:  zdmin

Password: eesssess

Device Manager

Account:  device

Password: eesssese

Read Only User

Account:  ger

Password: eesssess

4.3 Show Countdown

Select the Show Countdown menu item to display the countdown windows when

the ShutdownAgent start to counting down the OS shutdown delay.

Shutdown Ag...

4.4 Cancel Countdown

Select the Cancel Countdown menu item during the counting down to stop the
shutdown process. To resume the shutdown process, please de-select the Cancel
Countdown menu item to counting down the OS shutdown delay.

In addition to de-select the Cancel Countdown menu item to continue the
countdown process, when the shutdown event changes the software will start a

new countdown process.
4.5 Stop Service

Select the Stop Service menu item to stop the ShutdownAgent service module. To

start the service again please de-select the Stop Service menu item.

User Manual-Page 15-



ShutdownAgent 2012

5. Web Interface

5.1 Run a Web Browser

To connect a web browser from the same PC which ShutdownAgent installed,
please select the Web Monitor from the toolbar menu, ShutdownAgent will open
your default web browser and if your Windows account belongs to the local
Administrators group then the ShutdownAgent will login as an administrator for
you automatically.

ShutdownAgent allows at most 16 users login at the same time.

You can also connect a web browser from a remote PC, please follow the steps:
Make sure that you have a TCP/IP network installed.

Start your Web Browser. Enter http: //host_name or http: //ip_address in the
address bar for the plain text web transmission or https: //host_name or https:
//ip_address for the encrypted web transmission. If you have changed the port
number of HTTP or HTTPS then please enter http: //host_name:port_number or
http: //ip_address:port_number in the address bar for the plain text web
transmission or https: //host_name:port_number or https:
//ip_address:port_number for the encrypted web transmission

The ShutdownAgent will then ask your account and password. After keying in the
correct account and password, the ShutdownAgent Home Page will appear on

the screen.

a‘ )@ hep127001 000t 2z O - B G X || @ WebSener Login e

Shutdown-Agent
ABEIJ'J

User Name = ||

Password

oK |

Site IP: 172.16.186.90

Copyright ©, All rights reserved.
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Note: The ShutdownAgent will logout the user automatically if there is no any
data transmission through HTTP/HTTPS for more than 30 minutes.

5.2 Monitor >> Information >> Summary

This web page includes the information of identification, shutdown status, source

IP status and the last 5 event logs.

i (= | ]
@-- _ )| @ http://127.001/home asp p-Box |Lq3_uu;gg{upow__s_mmgp__a@_fug._7 I.g SNMP ShutdownAgent 20... {nt g 88
{"y Home [ Logout Enﬁssh_ E_
A AELTA SNMP ShutdownAgent 2012
| ) The power behind competitiveness
| Device System Time : Thu 11/24/2011 PM 07:58:08
About
Summary (] Menitor » Information » Summary
Event Log
* Host  shutdown
Log Configure Host Name: jesse-zhuo-nb1 SNMP Trap Port: 162 Shutdown Type: Hibemate

OS Version: Microsoft Windows 7 Enterprise Edition Service Pack 1 )
(build 7601), 64-bit 08 Countdown: H

E * SNMP Trap Source IP List
Purpose: For Redundant (Logical OR)

“ Source IP UPS Health Current Event
1 10.0.10.21 @ Normal
2 172.16.186.162 @ Normal
" Last 5 Event Log
Source IP Date/Time Event Level | Event Description
1 Local 1172412011 19:56:52 Information Stop countdown shutdown
2 10.0.1021  11/24/2011 19:56:52 Information ~ Power restore
3 Local 11/24/2011 19:56:45
4 10.0.1021 112472011 19:56:45
5 0.0.0.0 1172472011 19:55:23 System Account admin login from 127.0.0.1:50436
[ Event Log...
Host:

Include the host name, the listen UDP port for SNMP trap and the
description of operating system.

Shutdown:
Display the shutdown type (Shutdown, Power Off, Hibernate) and the
countdown time to shutdown the OS in second.

SNMP Trap Source IP List:
ShutdownAgent is capable of receiving SNMP traps from multiple source
hosts then decide to determine the event by logical OR for redundant

application and logical AND for parallel application.
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Last 5 Event Log:

Show the last 5 event logs, if you want to see more please visit the Event

Log page.
5.3 Monitor >> Information >> Event Log
This web page lists all the events that have detected by the software. The existing
logs are overwritten when the maximum number of entries (rows) has been
reached. And the maximum number of event is 10,000. You can also download
the software event log to a .csv format file.

Log Page Buttons:

Pressthe “<<” button to go to the newest page and the “>>" button
to go to the oldest page. Click on the page number buttons to observe the
event log by page.

Range of Date:
You can also filter the event log by assigning a period of date. Fill in the
From and To text boxes then press the Apply button to request the event
log by your assigned period of date.

Download All:

Press the Download All button to export all of the event log to a .csv format

of file.
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= =]

el @ hitp://127.0.0.1/home.asp

| A MELTA

Event Log o

SNMP ShutdownAgent 2012

" EventLog
Lo Contg ® roe () (30 (20 (30 [0 (B =) Dovrioad

© From 117242011 MMDDYYYY) To 117242011 (MMIDDY YY)

Summary Monitor » Information » Event Log » Page1

| @ SNMP ShutdownAgent 20.. LY
(% Home [ Logout [English [=] | *

The p: behind competiti
System Time : Thu 11/2422011 PM 07:58:31

m

A d:I?ess . Date Time Level Event Log
11/24/2011 19:5652 Information Stop countdown shutdown
10.0.1021 114/24/2011 19:5652 Information Power restore
117242011  19:56:46  Wamning Countdown to sF
10.0.10.21 1172472011  19:56:45 Wa Po fai
112472011 195523  System Account admin login from 127.0.0.1:50436
11/24/2011 195500 System IPvd_Trap: OK, IPv6-Trap: OK
11/24/2011  19:55:00  System IPv4-SNMP: OK, IPv6-SNMP: OK
11/24/2011 19:54:55  System IPvA_ HTTP: OK, IPv6-HTTP: OK, IPv4-HTTPS: OK, IPv6-HTTPS: OK
112472011 195455  System Service program startup
117242011 19:41:07 Information Stop countdown shutdown
10.0.10.21 11/24/2011 19:41:06 Information Power restore
1112412011  19:40:54  Wam [ itdow s 54 second(s)
1001021 11242011  19:40:54  Warning Power fai
11242011 19:38:34  System Account admin login from 127.0.0.1:15735 -
1172472011 19:36:05  System IPv4-Trap: OK, IPv6-Trap: OK
11242011 19:36:05  System IPv4-SNMP: OK, IPv6-SNMP: OK
11/24/2011  19:36:00 System IPv4_ HTTP: OK, IPv6_HTTP: OK, IPv4-HTTPS: OK, IPv6-HTTPS: OK
117242011 19:36:00 System Service program startup
1172472011 193552  System Service program is terminated
11242011 19:33:22  System Account admin login from 127.0.0.1:46340
11242011 19:26:20  System IPv4-Trap: OK, IPv6-Trap: OK
11/24/2011  19:26:20 System IPv4_SNMP: OK, IPv6-SNMP: OK
11/24/2011  19:26:15  System IPvA HTTP: OK, IPv6-HTTP: OK, IPv4-HTTPS: OK, IPv6-HTTPS: OK
11242011 19226115 System Service program startup
1172472011 19:23:53  System IPvd-Trap: OK, IPv6-Trap: OK
117242011 19:2353  System IPv4-SNMP: OK, IPv6-SNMP: OK
11/24/2011  19:23:48  System IPv4_ HTTP: OK, IPv6_HTTP: OK, IPv4-HTTPS: OK, IPv6-HTTPS: OK =

5.4 Monitor >> Information >> Log Configure

This page lets the Device Manager clear event log.

Clear Event Log:

To clear all of the data log by clicking this button.

(= [le) o

Q & hittp://127.0.0.1/home asp

SNMP ShutdownAgent 2012

Monit |
Summary Moanitor » Information » Log Configure
Event Log P EventLog
Log Configure o Maximum event log entry: 10000
Clear Event Log

© 2011 Delta Electronics, Inc. All Rights Reserved

__ | @ SNMP ShutdownAgent 20... x (o % sk
% Home 3] Logout [English [=]

The power behind competitiveness
System Time : Thu 11242011 PM 07:59:04
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5.5 Device >> Host >> Configure
This page is used to configure the major functions, they are: Shutdown, Reaction
and Source IP.
Shutdown:
Select the Shutdown Type to determine the way to shutdown the
operating system. There are Shutdown, Power Off and Hibernate types
and the default value is Shutdown.
Now we should continue to determine the shutdown delay time for the
following 4 power events: Power Fail, Battery Low, Overload and Smart
Shutdown. If the power events recover during countdown then the

operating system will not be shutdown.

[ = | B [
a‘ ‘|Q3 http://127.0.0 1/home asp pP-BCeX H @ SNMP ShutdownAgent 2... * l_ ‘ {nf 25 1o
. # tome [ Logout [Englsh [=] | z
A AELTA SNMP ShutdownAgent 2012
L The power behind competitiveness |
| System Time : Wed 01/11/2012 AM 09:26:44
B s
Configure o Device » Host » Configure
Control = =
¥ Shutdown ¥ Source IP
Forward Trap Shutdown Type: [Shutdown [+ Receive Trap Port: 162
prT P Purpose: @ For Redundant {Logical OR)
P utdown Delay
Enable Event in seconds) © For Parallel {Logical AND)
X Submit
1 & Power Fail 300 second(s) ‘:]
2 ] Battery Low 30 second(s) Source Trap IP: 10.0.10.33 T
= - . Community: public
“ 3 ) Overload 60 second(s) s
SNMPv3 User:
4 i Smart Shutdown 30 second(s)
()
Submit Note: Leave the community empty will acoept any community sking
Lesve the SNMPy3 User empty will accept all of the users in the
SNMPvE USM table.
" Reaction
B IP Address Community SNMPv3 User
Noty Mosage 1 10.0.10.33 public
Period: 60 second(s)
[ Execute Command File e
c:\windows\notepad.e [#] Allow the ShutdownAgent to be managed by an
i authenticated manager. —
File | Submit
Run Before Shutdown: 300 second(s) Note: The authenticated manager can be a SNME card or &
centralized management software. Enable this optin to integrate the
Submit \gent in the power manag
Reaction:
eaction:

Enable the Notify Message to pops up a message box once
ShutdownAgent receives the SNMP traps from the source IP addresses.

Assign the period value to report the message periodically, set a 0 to the

Period will show the message only once.
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Enable the Execute Command File to run an assigned external file before
shutdown. Set a value to the Run Before Shutdown to inform
ShutdownAgent when to launch the assigned executable file.

Source IP:
Assign the Receive Trap Port to open the specific UDP port for receiving
SNMP trap. Then select the Redundant(Logical OR) or Parallel(Logical AND)
for the application purpose.
Redundant(Logical OR): Summarize the received power event by logical
OR for all of the source IP addresses to determine whether the power event
occurs or not. So if the power event occurs in one of the source IP
addresses then the power event is tenable and the ShutdownAgent starts
to countdown accordingly. Only when the power event recovers from all of
the source IP addresses the ShutdowAgent stops countdown and cancel
the shutdown process.
Parallel(Logical AND): Summarize the received power event by logical AND
for all of the source IP addresses to determine whether the power event
occurs or not. So if the power event occurs in all of the source IP addresses
then the power event is tenable and the ShutdownAgent starts to
countdown accordingly. Once the power event recovers from one of the
source IP addresses the ShutdowAgent stops countdown and cancel the
shutdown process.
Source IP Address: Assign the source IP address, ShutdownAgent will parse
the SNMP trap only when the packet is received from the assigned IP
addresses.
Community: If the value is not empty then only the received trap with the
same community string will be accepted. If the value is empty then
ShutdownAgent will accept any of the received community string.
SNMPv3 User: This field is used for SNMPv3 packet. If the value is not

empty then only the received trap with the same user defined in the
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SNMPv3 USM table will be accepted. If the value is empty then

ShutdownAgent will accept the users which assigned in the SNMPv3 USM

table.

Manageable:

Select the Allow the ShutdownAgent to be managed by an authenticated

manager option to let the ShutdownAgent reply the query from any

authenticated manager. The authenticated manager can be a SNMP card or

a centralized management software. After collecting the ShutdownAgent

information, the authenticated manager can provide a comprehensive list

of all of the ShutdownAgent.

==

a- || @ hitto//127.001/home.asp

L-BeX || & SNMP ShutdownAgent 2.

L

SNMPv1 Access Device » SNMP » SNMPv3 USM

SNMPv3 USM . SNMPv3 USM

Context Name: cn1027
Auth Protocol: MD5

Submit

User Name: manager
Auth Password: ===
Permission:| RealenleE

Priv Protocol: CBC-DES

[LAdd ]

Auth Password

User Name Security Level

i manager Auth, Priv

SNMP ShutdownAgent 2012

(% Home [ Logout |Engiish |+

The powes behind competitivenads
System Time : Wed 01/11/2012 AM 09:36:17

Security Level: | Auth, Priv
Priv Password: ===

2

Permission
Read/Write

Priv Password

In fact, the authenticated manager communicate with the ShutdownAgent

through SNMPv3 with the first default account in the SNMPv3 USM list. If the

Allow the ShutdownAgent to be managed by an authenticated manager

option is enabled then the permission of “manager” account changes to

“Read/Write"” , otherwise the permissionis “Disable” .

The default setting of Allow the ShutdownAgent to be managed by an

authenticated manager optionis “enabled” .
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5.6 Device >> Host >> Control

) [E=SEER=)
@' )| @ heo /27001 home.asp £ - B¢ X || @ snmp shutdownagent 2 x (i w7 f2
{5 Home [y Logout |Engish |=]
‘ A AELTA SNMP ShutdownAgent 2012
' The power behind competitiveness |
| System Time : Wed 01/11/2012 AM 09:53:59
snu
Configure Device » Host » Control
Control (1] » Conaol
it Tida ¥ Forward Simulation Trap
. Cancel Countdown
Pawer Fail | Power Restare
Pause Broadcast
. = P Note: The forward trap will follow the Dettav4 MIB and adopt the
E "n:xt“‘;.ii“‘;‘; Z;ﬂ“if:nﬁg':“” 5P PO the memages il Gommunity siring which is assigned in the first Source IP Table.

Press the Cancel Countdown button during the countdown shutdown
process to stop counting down. Press the button again to resume the
shutdown process.

Forward Simulation Trap:

Press the Power Fail button to send the simulated power fail SNMP trap to

the assigned forward target IP addresses.

Press the Power Restore button to send the simulated power restore SNMP
trap to the assigned forward target IP addresses.

5.7 Device >> Host >> Forward Trap

Forward Trap is used to forward the received SNMP trap to extend the size of

protection OS shutdown gracefully.
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— :.El.' g
ef._ _'._;|G5 hitp://127.0.0.1/homne.asp D-Baex | B InsightPower SNIVIP 18v6 for | @y SNMP ShutdownAgent 20... % e vy 23

{%y Home [ Logout |English E]
SNMP ShutdownAgent 2012

LTA The power behind competitiveness

System Time : Thu 11/24/2011 PM 08:00-09

Device » Host » Forward Trap

Configure
Control
o I Target IP List
Forward Trap ()] Target IP: 172.16.186 251
UDP Port 162 (Default: 161)
Update | [ Delete
Target IP i UDP Port

162

Copyright © 2011 Della Electronics, Inc. All Rights Reserved

5.8 Device >> SNMP >> SNMP Access

The shutdownAgent supports SNMP protocol and SNMP NMS (Network
Management System), which are commonly used to monitor network devices for
conditions that call for administrative attention. To prevent unauthorized access,
you can specify the NMS IP addresses that are allowed to access, their community

strings and access levels. The maximum number of IP entries is 255.

f |
e'-_ _-_."|ﬂs http://127.0.0.1/home.asp L-BaeX | i InsightPower SNMP IPv6 for .. | @y SNIMP ShutdownAgent 20... {ov % e tol

{y Home [ Logout |English E]
SNMP ShutdownAgent 2012

LTA The power behind competitiveness

System Time : Thu 11/24/2011 PM 08:00:39

| Monitor |

SNMPv1 Access 0o Device » SNMP » SNMPv1 Access
SNMPy3 USM
[ SNMPv1 Access Table
SNMP Port: 161
Access IP: 0.0.0.0

Community: '|-Jub_lic
Permission: E'_'Read Only El

Add ] Update || Delete
i IP Address i Community i Permission
1 0000 public Read Only
2 10.0.10.21 public ReadWrite
3 172.16.186.162 public Read Only
Copyright © 2011 Delta Electronics, Inc. All Rights Reserved
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5.9 Device >> SNMP >> SNMPv3 USM

SNMPv3 offers features such as the encryption of packets and authentication to
improve security. The SNMPv3 USM (User Session Management) allows you to
assign 32 User Names whose access is granted via SNMPv3 protocol. You can also
define their respective Security Levels, Auth Passwords, Priv Passwords and
Permission.

The first one account cannot be deleted, to disable it please go to the Device > >

Host >> Configure web page then uncheck the manageable option.

& - T = gg ™
e'- 3'|Q3 http://127.00.1/home asp P-Bex Hq, SNMP ShutdownAgent 2. Thsle ol
(% Home [ Logoul | English ||
‘ A AELTA SNMP ShutdownAgent 2012
L - The power behind competitiveness |
| System Time : Wed 01/11/2012 AM 10:11:46
Host
SNMPV1 Access Device » SNMP » SNMPv3 USM
SNMPv2 USM
° I+ SNMPv3 USM
Context Name: cn1027
Auth Protocol: MD5 Priv Protocol: CBC-DES
= 1 User Name: jesse Security Level.:_AL'.ﬂH', Priv [=]
“ Auth Password: === Priv Password: ===
Permission:|Read Only [ ]
U

User Name Security Level i Auth Password i Priv Password Permission
1 manager Auth, Piv e RS Read/\Write
2 ijesse Auth, Priv SR i Read Only

t € 2011 Delta Electronics, Inc. All Rights Reserved

5.10 System >> Administration >> Information
Here to assign the system information for the ShutdownAgent, including

Installation Date, Location and Description.
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2

Q' I| & http/7127.00 1/horme asp L~-BoX ” & SNMP ShutdownAgent 2. % i {:{;’_;
* Google | - Qze- gE=- =saEs BA X -

‘ A AELTA SNMP ShutdownAgent 2012
|

Batch Configuration System Contactor: Jesse

System Location: RUBU Software

. Installation Date:  12/06/2011 (MM/DDYYYY)
/ Description: ShutdownAgent @ jesse-win7
)
Copyright © 2011 Delta Electronics, Inc. All Rights F

{% Home [l Logout Eﬁghsh [Zl

The power behind competitiveness |

| Monitor System | System Time : Wed 12/07/2011 AM 11:23:11
Information © System » Administration » Information

Ligin User ¥ Information

Web System Name: Siiut(iomA;;en1

5.11 System >> Administration >> Login User
You can manage the login authentication for web interface by assigning 3
different level of users’ account and password.
The access permission for the account types are listed as follows:
Administrator: Permitted to modify all settings.
Device Manager: Permitted to modify device-related settings.

Read Only User: Only permitted to observe ShutdownAgent status.

Information System » Administration » Login User
Login User
g ° ¥ User Manager
Web s Account Name Password
Privilige: (16 chars max.) ' {16 chars max.)
Batch Configuration 1 Administrator admin pEm—
2 Device Manager device i [p——
» 3 Read Only User user [
:
Copyright © 2011 Della Electronics, Inc. All Rights R

a' 7 _:'|Q hittp://127.0.0.1/home.asp P~REX ” @ SNMP ShutdownAgent 2. ni 5 gieh
x Google - =8- pEs- Esge» BA A -
(s Home [ Logout Eﬁgllsh El
A AELTA SNMP ShutdownAgent 2012
The power behind competitiveness |
| Monitor System Time : Wed 12/07/2011 AM 11:23:52
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5.12 System >> Administration >> Web
This menu lets the administrator enable or disable the HTTP/HTTPS

communication protocols available in the ShutdownAgent.

[ = [E [t

a )| @ hitp//127.0.01/home asp pL-BEX HQ;SNMP ShutdownAgent 2. » {J T oy 6

x Gougle +|Mm=-  pEs- =52 BA X~
- @ Home [ Logout |Engish [v] |

‘ A AELTA SNMP ShutdownAgent 2012

| Monitor System | System Time : Wed 12/07/2011 AM 11:24:07

The power behind competitiveness |

Information System » Administration » Web
Login User = = =
 Configure Web " S§SL Certificate
web 0 HTTP: @ Enable © Disable Certificate File (PEM format):
Batch Configuration HTTPS: © Enable © Disable Update the certificated file which ks generated by openss! for
new SEL connections.
HTTP Port: 80
HTTPS Port: 443
| Submit
Web Refresh Period: 10 Seconds
-

HTTP:
Enabling or disabling the HTTP connection with the ShutdownAgent.
HTTPS:
Enabling or disabling the HTTPS connection with the ShutdownAgent.
HTTP Port:
The user may configure HTTP protocol to use a port number other than
standard HTTP port (80).
HTTPS Port:
The user may configure HTTPS protocol to use a port number other than
standard HTTPS port (443).
Web Refresh Period:
The period of time to update the monitoring web pages. The range is
1~9999 seconds.
SSL Certificate:

To ensure connection security between the ShutdownAgent and the

User Manual-Page 27-



ShutdownAgent 2012

connecting workstation, SSL certificate can be used to encrypt and secure
the integrity of transmitting data.

Certificate File: This allows you to replace your own SSL certificate file. The
ShutdownAgent supports PEM format which is generated by OpenSSL.

Click Choose File to upload a certificate file.

5.12 System >> Administration >> Batch Configuration

The ShutdownAgent provides batch configuration to allow quick and effortless

setup on multiple ShutdownAgent hosts. You can duplicate settings by

downloading the configuration file from the ShutdownAgent that you have

successfully configured, and upload the configuration files on other hosts.
Download:

Download the agent.ini for you to store or edit the configuration file.
Upload:
Upload the configuration file to ShutdownAgent to apply the change

immediately.

_ P
Q' )| @ http//127.00 1/home asp O~ B X |l & SNMP ShutdownAgent 2... l__] s eha oy
x Gougle |MEs. pEs- 2z BA W -
_;k)me | Logout _Eralmfr_]j_ =

The power behind compefitiveness
System Time - Wed 12072011 AM 11:24:33

‘ A AELTA SNMP ShutdownAgent 2012
|

Monitor

Information System » Administration » Batch Configuration
Login User - .
g » System Configuration
Web Configuration File: | Download
Batch Configuration
DescriptionThe batch cor is used fo all of the 3
system psrameters st one ime. Please follow the
fallowing steps to complete the process:
Step 1 Press the Download bution to download the
configure.ini file which includes all of the system
=T ’ parameters.

Step2  Please follow the file format, There must has a [Section]
before item_namesitem_value and the last line must be
[End] s=ction

Step3  Editthe configure.ini file by the text edit software.
Remave the items which you don't want o be changsd,
just leave the items which you want to configure.

Stepd4  Select the modified canfigure.ini file and press the
Upload button to upload the file

Step§  Wait for about 10 seconds for the system to update the
changes.

Submit
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6. 2008 Server Core Setup for ShutdownAgent

While installation the ShutdownAgent in the 2008 server core, it requires the
following commands to transfer the file and add some rules for firewall.
1. Disable firewall:
netsh advfirewall set allprofiles state off
2. Enable firewall:
netsh advfirewall set allprofiles state on
3. Add a remotely shared directory:
net use e: \\<ip address>\e
4. Open the SNMP Trap UDP 162

netsh advfirewall firewall add rule name="SNMPTrap" protocol=UDP dir=in localport=162

action = allow

5. Open SNMP Server UDP 161

netsh advfirewall firewall add rule name="SNMPServer" protocol=UDP dir=in

localport=161 action = allow

6. Open the HTTP TCP 80

netsh advfirewall firewall add rule name="HTTP" protocol=TCP dir=in localport=80 action

= allow
7. Open HTTPS TCP 443

netsh advfirewall firewall add rule name="HTTPS" protocol=TCP dir=in localport=443

action = allow

Firstly, put the Shutdown-Agent-2012-Setup(x64).exe setup file in the 2008 server
directory. If there is no CD-ROM you can set the “Disable firewall” command,

"Add a remotely shared directory” command then copy the file from your PC to
the 2008 server. Don’ t forget to set the “Enable firewall” command when
complete.
Secondly, follow the chapter 2 to install the ShutdownAgent in the 2008 server.
The last step is use the open HTTP/HTTPS, SNMP Trap/Server port commands to

open the necessary which you want.
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You can easily run the Agent-Config.exe to configure the basic networking

parameters for the web and SNMP network protocols after installation.

F =
B Ch\Program Files\SMMP Shutdown Agent 201 2\Agent-Config.exe | = | B

[11.5HHMP Trap Port

[21.8NHFP Server Port:
[3]1.HITF: Enable
[4]1_HTTPS: Enahble
[51.HTTF Port: 10
[61.HTTPS Fort: 443
[?].5ave

[81.8et Firewall

[?]1.Restart Shutdown—RAgent Service
[@].Exit

Please Enter Your Choice =>

b A

Select [8] to help you to insert or remove a firewall rule for the ShutdownAgent.

r

B Ch\Program Files\SMIMP Shutdown Agent 2012\ Agent-Config.eke | = | Bl i

[11.8NMP Trap Port

[21_SNMP Server Port:

[3]1.HITP: Enable

[4]1_HTTPS: Enahle

[51.HTTF Port: 88

[6]1.HTTPS Port: 443

[7?]1.8ave

[81.8et Firewall

[?]1.Restart Shutdown—Agent Seruvice

[A].Exit

Pleaze Enter Your Choice => 8

We'1l help to insert or remove the firewall rules of ShutdownAgent for vou,
vou'll need to save and restore the firewall rules by youpselves if it works.
Do you want to insert or remove the firewall? [Ilnzert,. [Rlemove

Please Enter Your Choice =2 _
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7. VMWare ESXi4 Setup for ShutdownAgent

Before installing the ShutdownAgent in the ESXi4 server, please transmit the
ShutdownAgent setup file to the ESX server through SFTP by FileZilla FTP Client or
other SFTP client then login to the ESX server by the local console or through your
favorite SSH client (such as Putty).
Please continue to follow the section 2.2 For Linux Installation/ Uninstallation.
To configure the basic networking parameters including the ESXi4 firewall, please
see chapter 3 Console Configuration.
7.1 Configure the Firewall for ESXi 4

Run the /usr/local/upsagent/configure

Select [8] to help you to insert or remove a firewall rule for the

ShutdownAgent.

-

.
B CHProgram Files\SNMP Shutdown Agent 2012\ Agent-Config exe l e [ -

.SHMP Trap Port:

.SNMP Server Port: 161

.HITIP: Enable

-HITPS: Enahble

.HITF Port: 10

-HITPS Fort: 443

.Save

.Set Firewall

-Restart Shutdown—Agent Service

-Exit
Pleaze Enter Your Choice => 8
lle'1ll help to insert or remove the firewall rules of Shutdownfigent for vou,
you' 1l need to save and restore the firewall rules by youpselves if it works.
Do you want to insert or remove the firewall? [IInsert. [Rlemove
Please Enter Your Choice => _

7.2 Install VMware Tools for Guest OS
To shutdown the guest OS from ESXi server, it' s better for you to install the
VMware tools for all of them so as to inform the guest OSes shutdown
smoothly.

For Windows operating system.
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Select the following menu Guest - Install/Upgrade VMware Tools

7.3 Configure ShutdownAgent for ESXi4

The only thing that you need to do is to estimate the period of time during

shutdown all of the guest operating systems which run in the ESXi4 server.

Then

1.

Login to the web interface of ShutdownAgent and the account level should
greater than or equal to device manager.

Goto the Device > Host - Configure web page and fill the estimated time
in the Run Before Shutdown field of the Reaction group.

B
G' '|Q’ http://10.0.10.25/home asp P~-eCX || @ SNMP ShutdownAgent 2012 ‘ & SNMP ShutdownAgent 20.. l | ek LE
4 [ Smart Shutdown 30 ) 2 — -
= gcon) Aad] [[Upgate | [ Delete |
Submit Note: Leave the community empty will acoept any community

string. Leave the SNIMPy3 Uses emply will accept sll of the users
in the SNMPv2 USM table.

IP Address Community SNMPv3 User

* Reaction
_ 1 10.0.10.33 public
[¥] MNotify Message
Period: 60 second(s) Maraqoablo
[l Execute Command File [¥] Allow the ShutdownAgent to be managed by an

authenticated manager.
fusr/local/upsagenc/ = |

command/ command . ESXS Submit |

Mote: The suthenticated manager can be a SNMP card or s

centralized management software, Enable this option to integrate
Run Before Shutdown: 120 second(s) o il the fowir i

[ sumit

File

3. We have built the command.ESX4 script file for ESXi 4 to shutdown the

guest OSes, please change the file name in the Execute Command File field
to the command.ESX4 then check the Execute Command File checkbox to
enable shutdown the guest OSes.

==
a‘ )| @ hitp://10.0.10.25/home.asp P~cCX || & SNMP ShutdownAgent 2012 |q, SNMP ShutdownAgent 20... l | (i} 5.2 £9
4 ¥ Smart Shutdown 30 ) : — . -
= SRR Add] [Update | [ Delete |
Submit Note: Leave the community empty will accept any community

string. Leave the SNMP2 User empty will scoept all of the users
in the SNMPv2 USM table.

IP Address Community SHMPv3 User

" Reaction & =
1 10.0.10.33 public

= Motify Message

Period: 60 second(s) » Manageable

;.‘:E.;EXECU‘E Command File [#] Allow the ShutdownAgent to be managed by an

authenticated manager.
fusr/local/upsagent/ * |

command/command . ESX4 Submit |

Note: The suthenticated manager can be 8 SNMF card or g

centralized management softwsre. Enable this option 1o integrate
Run Before Shutdown; 120 second(s) the A

ET

File:
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4. Press Submit button to update your changes.

G @ SNMP ShutdownAgent 20... ot 37 €3
e i

)| @l http://10.0.10.25/home. asp

Configure [} Device » Host » Configure
Caontrol =
# Shutdown " Source IP
Forward Trap - - =
_Sr:;.léduwn SHtdon Receive Trap Port: 162
Purpose: @ For Redundant (Logical OR}
- . 0S5 Shutdown Delay e
Y : Enable Event (in seconds) () For Parallel {Logical AND)
/ = Submit
s 1 Power Fail 200 second(s)
d 3 Batiery Low & - Source Trap IP: 10.0.10.33
Community: public
3 Overload 60 second(s)
SNMPV3 User:
4 Smart Shutdown 30 second(s)
Note: Leave the community empty will acoept any community =
string. Leave the SNMPv3 User empty will accept all of the users
in the SNMPv3 USM table.
P Reaction IP Address Community SHMPv3 User
1 10.0.10.33 public
[¥] Motity Message
Period: 60 second(s) * Manageable
Execute Command File [¥] Allow the ShutdownAgent to be managed by an
; authenticated manager.
/usr/local/upsagent/ *
command/command . ESX4
s b Note: The authenticsted manager csn be a SNMP card or s
o g centralized management software. Enable this option to integrate
Run Before Shutdown: 120 second(s} the gent in the power i 4
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8. VMWare ESXi5 Setup for ShutdownAgent

Before installing the ShutdownAgent for the ESXi5, you have to install the vMA

5(vSphere Management Assistant 5) and make sure the VMWare tools is

installed in all of the guest OSes. Please then transmit the ShutdownAgent setup

file to the vMA server through SFTP by FileZilla FTP Client or other SFTP client then

login to the vMA server by the local console or through your favorite SSH client

(such as Putty).

Please continue to follow the section 2.2 For Linux Installation/ Uninstallation.

To configure the basic networking parameters including the vMA firewall, please

see chapter 3 Console Configuration.

(&) 172.16.186.193 - vSphere Client

=&

File Edit View Inventory Administration Plug-ins Help
ﬁ f_j ﬁ} Home l>51£| Inventory DIE'ﬂ Inventory
mnir 9 &GRe k&b

= F 172.16.186.193

ubunty
vSphere Management Assistant (vMA) |
XP

vSphere Management Assistant (vMA)

What is a Virtual Machine?

A virtual machine is a sofiware computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system

Because every virtual machine is an isolated computing
environment, you can use virtual machines as deskiop or
workstation environments, as testing environments, or to
consolidate server applications.

Virtual machines run on hosts. The same host can run
many virtual machines

Recent Tasks Narme, Target o Status contatns: - Clear %

close tab [/

20
<4l J\J@

Virtual Machines - [\ e

| -

k|

Name Target | Status | Details | Initisted by | Requested Start Time

i’ﬁ Power Onwirtual machine Gh vsSphere Mana.. & Completed root 2012{7/6 T4 09:58:38
¥ Pawer Onvirtual machine Gh wP @ Completed root 2012/7f6 F4F 09:58:36
. AR - e - o

= | Start Time | Completed Time =«
2012{7/6 T4 09:58:38 2012/7/6 T 09:|
2012/7/6 F<F 09:58:35 2012/7/6 T4 08: _

o il e S =

ETasks:

3

EEvaluah.on Mode: 60 days remaining Emot ;

8.1 Configure the Firewall for vMA

Run the /usr/local/upsagent/configure

Select [8] to help you to insert or remove a firewall rule for the

ShutdownAgent.
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-

-HIIP:

.Save

-Exit

-SNMP Server Port:

-HITPS:
-HITP Port:
-HITPS Fort:

B CHProgram Files\SNMP Shutdown Agent 2012\ Agent-Config exe

162

161

Enable
Enahle
10

.Set Firewall
-Restart Shutdown—Agent Service

443

Pleaze Enter Your Choice => 8
lle'1ll help to insert or remove the firewall rules of Shutdownfigent for vou,
you' 1l need to save and restore the firewall rules by youpselves if it works.
Do you want to insert or remove the firewall? [IInsert. [Rlemove

Please Enter Your Choice => _

o] B i |

8.2 Install VMware Tools for Guest OS

To shutdown the guest OS from ESXi5 server, you have to install the VMware

tools for all of them so as to inform the guest OSes shutdown smoothly.

For Windows operating system.
Select the following menu Guest - Install/Upgrade VMware Tools

8.3 Configure ShutdownAgent for ESXi5

Please estimate the period of time during shutdown all of the guest operating

systems which run in the ESXi5 server. Then

1. Login to the web interface of ShutdownAgent and the account level should

greater than or equal to device manager.
2. Goto the Device > Host > Configure web page and fill the estimated time

in the Run Before Shutdown field of the Reaction group.

)

i&) hittp:

/10.0.10.25/home.asp

i
R~-0CX || @y SNIMP ShutdownAgent 2012 | @l SNMP ShutdownAgent 20.

[

Smart Shutdown 30 secondis) |E\ \M’I ml

[Supmit | Note: Leave the

USM table.

IP Address Community SHNMPv3 User

Reaction

1 4004033 public

¥1 MNotify Message

Period: 60 second(s)

[Z] Execute Command File

File

Manageable

authenticated manager.
/usr/local/upsagent/
command/command.ESXS | Submit 1

I Run Before Shutdown: 120 second{s} I

Note: The

| Submit |

ty will accept any community
mpty will sccept sll of the users

[#] Allow the ShutdownAgent to be managed by an

user ivianual-Fag
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3. We have built the command.ESX5 script file for ESXi 5 to shutdown the
guest OSes, please make sure the file name in the Execute Command File
field is command.ESX5 then check the Execute Command File checkbox to

enable shutdown the guest OSes and ESXi5 server.

a- 1| @ hitp:/7200.10 25/home asp

pP-cX ||_g;_s_h4M?sm¢ownAgm_z_mg J @ SNMP ShutdownAgent 20 x |_ J

Lt f =SS

4 [l Smart Shutdown 30 it
! gecond(s) Upgate | [ Deiste
Submit Mote: Leave the community empty will accept any community
string. Leave the SNIMPy2 Uses emply will acoept sll of the users
in the SMMPy3 USM table.
: IP Address Communit SHMPv3 User
" Reaction — m/
- 1 10.0.10.33 public
[ Notify Message
iod: 60 F
Period: second(s) > Manageable
[VlExecute Command File [#] Allow the ShutdownAgent to be managed by an
authenticated manager.
fusr/local/upsagent/ *
command/command. ESXS Submit |
Filg. = Note: The suthenticated mansger can be a SNMP card ora
i software. Enable this option to integrate
Run Before Shutdown: 120 second(s) the ShutdownAgent in the power management enviranment

Press Submit button to update your changes.

a‘ : | & hitp/710.0.10.25/home.asp

p-ex ||_q;_sNM?shmdowmﬂmg__;mg J @ SNMP ShutdownAgent 20 |_ ]

= ~

— ——
Sp
Configure [ Device » Host » Configure
Control
¥ Shutdown ¥ Source IP
Forward Trap .
’?:pu;gown Shutdown = Receive Trap Port. 162
Purpose: @ For Redundant (Logical OR)
. 05 Shutdown Delay )
Enable Event (in seconds) @ For Parallel (Logical AND)
T Submit
1 & Power Fail 300 second(s) ;I
=
“ 2 Fil Battery Low a0 second(s) Source Trap IP: 10.0.10.33
. Community: public
3 & Overload 60 second(s)
SNMPv3 User
4 [Ed] Smart Shutdown 30 [
s gaconia) Update | [ Delete
Submit Note: Leave the community empty will accept sny community
string. Leave the SNMPy2 User empty will accept sil of the users
in the SNMPu2 USM table
z IP Address Communil SNMPv3 User
* Reaction — ity
3 1 10.0.1033 public
[¥] Notify Message
- B0 B
Period second(s) » Manageable
[ Execute Command File [#] Allow the ShutdownAgent to be managed by an
authenticated manager.
fusr/localfupsagent/ *
command/command . ESX5 Submit |
Fle: b Mote: The authenticsted menager can be & SNMP card or 8
centrslized management software. Enable this option 1o integrats
Run Before Shutdown: 120 second(s) the ent in the power i

mn

8.4 Modify the Command.ESX5

It is required for the customer to modify the command.ESXS5 script to provide

the user name, password for the vMA to communicate with the ESXi5 server.
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Please login to the vMA server, open the following script file by a text edit with

the root privilege: /usr/local/upsagent/command/command.ESX5.

(4 172.16.186.193 - vSphere Client [E=E
File Edit View Inventory Administration Plug-ins Help
@ €y Home b gF Inventory b [ Inventory

oD e R @R e RS R

ER= é;z PLRUEREEM vsphere Management Assistant (vMA)
ubuntu

{3 |vSphere Man

s oxp

ttsbinssh
# Command.E3X5 for UMware ESXi5 server

# Please provide the root account of the ESXi5 server

USERNAME="root™

# Please provide the password for the root account of the ESXi5 server
PASSWORD="passuword”

# Please provide the ESXi5 server ip address

SERVERIP=""xxx . x50 . %% . xxx "

# Please make sure the retrieved IP address is correct from the ethD interface
LOCALIP="ifconfig ethd | sed "sinets rtdiss.=rissgisss xrrgt

echo "uMA IP address .

# Shutdown the guest 08 except the VUHA
if [ -e susrslibrunuware-vclirsapps-un 1; then

# Get the UMware guest 03 list

LIST="susr-libsunware-vclisapps-vnsumninfo.pl —-server ——usernane

—--passuword --fields ipAddress | egrep -o "[0-91{1,3}.[0-91{1,3

¥.[0-9141,3%.00-91{1,3}""

for GUESTIF in H

if [ R E " 1; then
echo "Shutting down the guest 03:

“command .E8X5" [moeoll 30L, 1374C

4 T 3

Recent Tasks Naime, Target or Stats containg: - Clear x
Name Target Status Details Initiated by Requested Start Time < | Start Time Completed Time
*
s‘j Tasks Evalvation Mode: 60 days remadning oot

USERNAME: The root account of the ESXi5 server.

PASSWORD: The password for the root account of the ESXi5 server.
SERVERIP: The IP address of the ESXi5 server.

LOCALIP: The IP address of the vMA server.

Normally you have to provide the root password for the PASSWORD and the
ESXi5 server ip address for the SERVERIP. The script gets the vMA IP address
from the ethO interface automatically, if it is incorrect with your network

configuration please change it to the interface which you have created.
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9. XenServer Setup for ShutdownAgent

To install the ShutdownAgent in theCitrix XenServer, please see 2.2 For Linux in
chapter 2 Installation/ Uninstallation.
To configure the basic networking parameters including the Xen firewall, please

see chapter 3 Console Configuration.

9.1 Install PV driver for Guest OS
To shutdown the guest OS from XenServer, you need to install the PV driver

for all of them so as to inform the guest OSes shutdown smoothly.

9.2 Configure UPSentry Cloud for Xen
The only thing that you need to do is to estimate the period of time during
shutdown all of the guest operating systems which run in the XenServer. Then

1. Login to the web interface of ShutdownAgent and the account level should
greater than or equal to device manager.

2. Goto the Device > Host > Configure web page and fill the estimated time
in the Run Before Shutdown field of the Reaction group.

&‘ | @ hitp /11001025 /home ssp O~-0oX \| @ SNMP ShutdownAgent 2012 |Q,SNMP ShutdownAgent 20 ‘ |

4 @ Smart Shutdown 30 second(s) [4ad) [ Update ] [ Delete |

pty will acoept any community
emply will accept all of the users

| Submit | Note: Leave th

IP Address Community SHMPv3 User

Reaction = =
1 08033 public

[#] Motify Message

Period: B0 second(s) Manageable

[ZIExecute Command File [#] Allow the ShutdownAgent to be managed by an

authenticated manager
/usr/local/upsagent/ =
command, command . ESX Submit |
File: ¥
Note: The authentica snager can be & SNMP card or s
. Ensble this option fo integrate

centralized manage

I Run Before Shutdown: 120 second(s) I e

| Submit |

3. We have built the command.Xen script file to shutdown the guest OSes, so
you have to change the file name from command.ESX to command.Xen in
the Execute Command File. Please then check the Execute Command File

checkbox to enable shutdown the guest OSes.
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-
/ @5 SNMP ShutdownAgent 2 \
€ C @ 17216.186.214/home.asp
: — ; : =
= 1 2 | Battery Low 130 second(s)
3 = Overload |60 | second(s)
4 | Smart Shutdown | 20 [ second(s)
((Submit
 Reaction
Motify Message
Period: 60 | second(s}
[7] Execute Command File
fusr/local/upsagent/co
\mmand/ command . Xen
File: 4
Run Befare Shutdown: 120 | secondis)
roni

SOUrCeE 1Tap 1P [U0UU
Community: :'pubhc
SHMPY3 User. |

Note: Leave the community empty will accept any
community string. Leave the SNMPv3 User empty will
arrant all nfthe nserc in tha SNMPYA 1 IEM fahla

IP Address : Community SNMPV3 User

1 0.0.0.0 public

* Manageable

[¥] Allow the ShutdownAgent to be managed by an
authenticated manager,

Mote: The authenticated manager can be a SNMP card or
3 centralized management software. Enable this option
to integrate the ShutdownAgent in the power
management envirenment

mn

4. Press Submit button to update your changes.
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10. Linux KVM Setup for ShutdownAgent

To install the ShutdownAgent in the Linux server, please see 2.2 For Linux in
chapter 2 Installation/ Uninstallation.
To configure the basic networking parameters including the firewall, please see

chapter 3 Console Configuration.
10.1 Install libvirt Tools for KVM

To shutdown the guest OS from Linux server, you have to install the libvirt.

ShutdownAgent calls the virsh to shutdown the running guest OSes.

10.2 Configure ShutdownAgent for KVM

The only thing that you need to do is to estimate the period of time during
shutdown all of the guest operating systems which run in the KVM server.
Then

1. Login to the web interface of ShutdownAgent and the account level should
greater than or equal to device manager.

2. Goto the Device > Host > Configure web page and fill the estimated time
in the Run Before Shutdown field of the Reaction group.

[E=EE)

|
&- | @ hte//10.010.25/home.asp £~ & * || @ SNMP ShutdownAgent 2012 | B SNMP Shutdownagent 20.. | |

7] g ¥ 3 3 p— —————— e —
4 [ Smart Shutdown 30 second(s) P-d‘j” Updale || Delsie ‘

[ Submit | mpty will accept any community

User empty will sccept all of the users

IP Address Community SNMPV3 User

Reaction T
1 10.0.10.33 public

[¥] Notify Message

60
Period second(s) Manageable
[7] Execute Command File [#] Allow the ShutdownAgent to be managed by an
authenticated manager.
/usr/local/upsagent/ *
command/command . ESX Submit ‘

File:

Mote: The suthenticated manager can be 8 SNMP card or s

centralized management software, Enable this option o integrate

I Run Before Shutdowr: 120 second(s) I the Shutd gent in the power

| Submit |

3. We have built the command.KVM script file to shutdown the guest OSes,
so you have to change the file name from command.ESX to command.KVM
in the Execute Command File. Please then check the Execute Command File

checkbox to enable shutdown the guest OSes.
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€«

/ @5 SNMP ShutdownAgent 2

C' | (©172.16.186.214/home.asp

iy

]
-

2 = Battery Low 1_30 second(s)
3 i) Overload 60 second(s)
4 [ Smart Shutdown | 20 | second(s)
¥ Reaction
[ otify Message

Period: 60 ] second(s)

[#] Execute Command File

/usr/local/upsagent/co
mmand/command.

File: <

Run Before Shutdown: | 120 second(s)

SoUrce 1Tap I U000
Community |puslic
SNMPY3 User |

Note: Leave the community empty will accept any
community string. Leave the SNMPy3 User empty will
arrant all nfthe 112ers in the SAMPYA | 1SM tahls

IP Address Community SNMPv3 User

1 0.0.0.0 public

* Manageable

[ Allow the ShutdownAgent to be managed by an
authenticated manager

MNote: The authenticated manager can be a SNMP card or
3 centralized management software. Enable this option
to integrate the ShutdownAgentin the power
management environment

m

4. Press Submit button to update your changes.

€«

/@ SNMP ShutdownAgent 2

\

C' (2 17216.186.214/home.asp

Configure
Control

Forward Trap

o

Device » Host » Configure

¥ Shutdown
Shutdown
S  Shutdown [=]

Enable Event 0s S_Imldown Delay

{in seconds)

1 i) Power Fail ;-3-00 second(s)
2 & Battery Low i,3,°, second(s)
3 Overload 160 | second(s)
4 & Smart Shutdown |30 | secondts)

Suby

" Reaction
[#] Natify Message

Period: |60 | secondz)

[¥] Execute Command File

r
‘!usr/lncal/upsagenc/co
mmand/ command.

File: | &

Run Before Shutdown: | 120 | secondis)

¥ Source IP
Receive Trap Port: | 1.52"

Purpose

For Redundant (Logical OR)
() For Parallel (Logical AND)

Source Trap IP: |0.0.0.0
Community. ;pﬁﬁlic
SHMPY2 User. |

Note: Leave the community empty will accept any
community string. Leave the SNMPv3 User empty will
arrent all nfthe eere in the SNMPYL | IRM tahie

IP Address Community SHMPv3 User

i 0.0.0.0 public

¥ Manageable

¥ Allow the ShutdownAgentto be managed by an
authenticated manager

Note: The authenticated manager can be 3 SNMP card or
a centralized management software. Enable this option
to integrate the ShutdownAgent in the power
mianagement environment

n
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11. Work with the SNMP Card

11.1 Legacy Delta InsightPower SNMP Card

1. Open a web browser and connect to the InsightPower SNMP Card.

ShutdownAgent 2012

2. Record the IP address and SNMP Trap Port in the System Configuration web

page.

9 o I@UPS Management Web

InsightPower i
UPS Information Web

Menu

UPS Information
+UPS Properties
#Battery Parameters
+In/Out Parameters
+ldentification
#5tatus Indication
UPS Management
= Configure
+Caontrol
sWeekly Schedule
#3pecific Schedule
Network
slser Manager
«System Configurafion
+SNMPv1 Access Control
«SMNMP Trap
«Time Server
«Mail Server

< |

hitp:#iplAnet_ipconfig htm

)
2

fi- B

= - HEED - G IED - @ B B 3

)

1P Address§172.16.182.78
255.255.254.0
172.16.182.254

172.16.176.188

Subnet Mask:

Gateway IP:

DNS or WINS IP:

BOOTP/DHCP Client: ® Enable O Disable
HTTP Server: @ Enable O Disable
Telnet Server: ® Enable ' Disable

FTP Server: ® Enable O Disable

HTTP Server Port:|80
23

SNMP Get,Set Port:|161

(Default:

Telnet Server Port: (Default:

(Default:

30)
23)
161)

TDefault:

SNMP Trap Porifl| 162
Submit

Copyright, All Rights Reserved

N insmPRRiERe

I6Z)

3

®100% -

3. Add the SNMP IP address and the trap port to the ShutdownAgent as the

following to receive the SNMP trap from the InsightPower SNMP Card.

-

BRI

M )@ hup /1270010 E i %r 4o
< hitp//127.0.0.L/home.asp — | @ SNMP ShutdownAgent 20... % {7 % 808
¢ Home [Logout |Engish [=] | *

‘ A hEI_.Td

|  Device
P swe
Configure (]
Control

Forward Trap

SNMP ShutdownAgent 2012

Device » Host » Configure

¥ Shutdown I Source IP
Shutdown Type: Hibé‘m‘;l‘eji] Receive Trap Porf§l 162
Purpose: @ For Redundant (Logical OR}

0S8 Shutdown Delay

Enable Event

The power behind competitiveness

System Time : Thu 1172472011 PM 08:03:35

(in seconds) () For Parallel {Logical AND)
1 Power Fail 300 second(s) L
2 5] Battery Low 30 second(s) Source Trap IP: 172.16.182.76
3 @  Overoad 60 second(s) Cammunity;j iblc
i 5 SNMPv3 User.
4 Fl Smart Shutd 30 o
gl e () [ e Dl
Submit Note: Lesve the empty will y string.
Leave the SNMPv3 User empty will aceept all of the users in the:
SNMPv3 USM table.
» Reaction IP Address Community =~ SNMPv3 User
1 10.0.10.21 public
7] Notify Message N !
Period: 30 second(s) 3 A (8278 public =
[T Execute Command File
File: -
Run Before Shutdown: 120 second(s)

Submit
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4. Get the ShutdownAgent ip address form the property dialog box.

-
Shutdown-Agent - Property

General
System
Shutdown-Agent Language:
00.00.01 English -
Host Information
IP Address= I = - a2:62e5%10 «
1 1721618275 E
egl:: :Toel:89chd:78ac%26 |7 |
169.254.120.172 -
Host Name= jesse-zhuo-nbl
Web
Fort= 80
[VIHTTPS  Port= 443
Login Account...
[C®&E [ HH

5. Add the ShutdownAgent ip address to the SNMP Trap table in the

InsightPower SNMP Card

. Please select the “Information” for the Event

Level and DeltaV4 as the Trap MIB Type.

Wk |,féUPs Management Web

Ead
InsightPower
UPS Information Web
Menu

| UPS Information
*UPS Properties
#Battery Parameters
=|n/Out Parameters

it = - G EEE - IR - @- b B 3

System Time: 11/21/2007 Wednesday 16:16:09)
Back to Home

Network >> SNMP Trap

‘SNMP Trap Table
Index Commuty {12 Event Level

Target IP Trap Type

Tatrom

#Status Indication
UPS Management
«Caonfigure
«Cantrol
«\Weekly Schedule
*Spacific Scheduls
Network
#lser Manager
+System Canfiguration
*SNMPy1 Access Control
«SNIP Trap
«Time Server
=lail Server

£ I |

hitpifipl et snmptrap.him

|E%
|2

Subrmit

See event level

‘
‘

‘

‘

‘

i

3 bytes max.)

- — M172 1618275 [public Information v | Deltava  §

i 2 |17216.186.119 |puh|n: Information % | Deltal/d v

i 3 [17216186240 | [private [ Information v [RFC1628

i 4 [0000 | [HMone  v[Dekevd +

3 s [ooo0 [ [Mone |Deltavd

i & [0000 | | [Mane | Deltavd4  ~

7 [0000 | [None  v[Dekavd =+

§ 5 [noo0o L] [Mone  w[Dehtavd 1
‘

|

‘

‘

I

Lo Blie kit H100% -
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11.2 New Delta InsightPower SNMP IPv6 Card

1. Open a web browser and connect to the InsightPower SNMP IPv6 Card.
2. Record the IP address in the System Configuration web page. The SNMP
Trap is assigned in the SNMP Trap web page individually.

2012 | @ [nsightPower SNMP IPV6 £ ik

e‘ _)| @ hitp//10.0.10.33/home.asp

InsightPower SNMP IPv6 for UPS Web
A hELTd The power behind competitiverness g

% Home . Logout English ~ | =

System Time : Thu 01/01/1970 PM 02:26:01

User Manager System » Administration » TCP/IP
TCPAP
° » TCPNP ¥ System

Web TCP/IP Settings for IPv4 System £

DHCF Clien e HostName: INSIGHTPOWER
Consale

IP Address SYSIENT COTaTtoT,

FER -

Subnet Mask: |2 System Location:
Time Server Gateway IP: [ 1

Link

Syslog

Auto-Negotiation: [V Enable

Search Domain: | d

Batch Configuration Speed: @ 100M © 10M

Upgrade TCPIP Settings for IPv6 Duplex. @ Full © Halr

Changs the parsmeters in the Link group will causs the

DHCP Client: @ Enable © SNMP card to restart.

IP Address: ]
Prefix Length: |4 |
Gateway VeIP; | ' )

3. Login to the ShutdownAgent web and add the SNMP IP address and the
trap port as the following to receive the SNMP trap from the SNMP Card.

ew )] @ htp /12700 horre ssp pP-BEX || &) SNMP ShutdownAgent 20__ % | i@ ower SNMP T 1t T 153
i % Home [ Logout |English [~] =)
A AELTA SNMP ShutdownAgent 2012
The p behind petiti
| Monitor | Device | System | System Time : Wed 01/11/2012 AM 10:59:16
PR s
Configure [+ ] Device » Host » Configure
Conirol
¥ Shutdown | " Source IP
Forward Trap Shutdown Type: |Shutdown [=] Receive Trap Port: 162
TR Purpose: @ For Redundant {Logical OR)
[ Wi =
Enable Event 7 [in seconds) d © For Parallel (Logical AND)
1 il Power Fail 300 " second(s) E
2 E] Battery Low 30 second(s) Source Trap IP: 10.0.10.33
3 @ Overoad 60 second(s) Comemunity: publc
. @ Smart Shutd 0 " SNMPv3 User:
v al own second(s;
. ? Upoee
Mote: Leave the community empty will accept any community sring.
Leave the SNMPv3 User empty will acoept all of the users in the
SNMPv3 USM table
¥ Reaction
[ SNMPv3 User
[7] Notify Message _ . o
Period: 60 second(s)
[l Execute Command File ¥ Manageable L
c:\windows\notepad.e - [¥] Atiow the ShutdownAgent to be managed by an
xe authenticated manager.
e -
Run Before Shutdown: 300 second(s) Note: The sutheniicalad manager can be 2 SNMP card or &
centralized management software. Enable this opfion to integrate the: o
- A - BT .'"’“.. HED s = x
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4. Open the ShutdownAgent property from Windows task bar to get the IP

address of the server.

-
Shutdown-Agent - Property

(reneral

System
Shutdown-Agent Language:
00.00.0e English -

Host Information

TP Address= +54a2:62e5%10

10.0.10.14

esu:: ‘T8e2:19c5d: 78ac%26
169.254.120.172

Host Name= jesse-zhuo-nbl

Port= 80

[VIHTTPS  Port= 443

Login Account...

& J[ mH |

5. Back to the InsightPower SNMP IPv6 card web page, add the IP address of
ShutdownAgent to the SNMP Trap table. Please select the “ShutdownAgent
2012" for the Event Level and UPSV4 or UPSV5 as the Trap MIB.

ef’_.,_”ﬂg hittp/710.0.10.33/home asp £ - ¢ % || &y snwp shutdown

2012 | @ InsightPower SNMP IPv6 f..

: iz Home ﬂu}gmﬁ En_glish > —
InsightP SNMP IPv6 for UPS Web
A hELTA The power behind competitiveness nsig e v : €

System Time : Thu 04/01/4970 PM 02:32:36

SNMP Access System » Notification » SNMP Trap
SMNMPv3.USM
' ’ | » SNMP Trap Target List
SNMP Trap ()]
Target!P: 10.0.10.14 Community String: public
Mail Server = s
Trap Type: SMMPv1 = MiB: UPSv4 -
Wake On LAN SNMPY3 User Name: i TrapPort 162
The User Name must match with the same feld in the i crovrren e T
SNMPY3 USM fable. Event Level: ShutdownAgent 2012 -
SNMP Portfor ShutdownAgent: 164
Upde
| TargetlP | Community & Port | MIB | Type | Event Level | SNMPv3 User
1 public 162 UPSv4 vl ShutdownAgent 2012
> 090, public 162 UPSw4 vl ShutdownAgent 2012
3 10.0.10.24 public 162 UPSv4 W1 ShutdownAgent 2012
4 10.0.10.25 public 162 UPSvd W1 ShutdownAgent 2012
Copyright® 2011 Delta Electronics, Inc. All Rights Reserved =
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6. If you enable the manageable option in the ShutdownAgent then you can
observe all of the shutdown status, countdown timer and shutdown reason
from the InsightPower SNMP IPv6 card. The web page is on the Monitor >>

Information >> ShutdownAgent.

.
Lqu hitp//10.0.10.33/home asp P-ex | __ | @y InsightPower SNMPIPVS £ % it Tp ied
ia * Qm 'ﬁ[m jout  English = 1
A AELTA InsightPower SNMP IPv6 for UPS Web
The power behind competifiveness
System Time : Thu 0112/2012 AM 11:28:07
|  Momitor |  Device | System |
Infon'nation e & bl ot
UPS Properties Monitor » Information » ShutdownAgent
Battery Parameters
¥ ShutdownAgent
In/Out Parameters
Identification ©IP Address | 0s Eou{gj:;vwn Reason | Las{tslzrch
: 10.0.10.39 Linux, 2.6.37.1-1.2-desktop, #1 SMP PREEMPT 2011-
Status Indication B o 0221 10-34-10 +0100, 686 None 6
10.0.10.14 Microsoft Windows 7 Enterprise Edition Senvice Pack
ShutdownAgent O @2 it Tnunnit louid 7601) 64-bit Nofiz 6
10.0.10.24 .
Power Module @:3 tiilicl Invalid MNene 566
10010 25 Linux, 2 6 32-24-generic, #39-Ubuntu SMP Wed Jul 28
W s 0800729 UTC 2010, 1686 None 2
Copyright @ 2011 Delta Electronics, Inc. All Rights Reserved |
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